Social Media 101: Understanding Apps/Sites
Children/Adolescents Are Using

App

Description

Risks

Twitter

Microblogging with 140-character posts called “tweets”

Users share tidbits about their lives with “followers”

Users can re-tweet, reply, or “favorite” another user’s content
Keep up with what's going on in news, celebrity gossip, etc.

Mast teens report having public accounts, despite having the option
to keep their tweets private

© Posts can spread to many, quickly
Saying something in the heat of the moment:
o Even though tweets can be deleted, followers can take
screenshots (pictures of the screen) before they are deleted
Celebrities use twitter as a promotional tool- gives teens access to
more information about their lives, more opportunity for idaolization

Instagram

Users post photos and 15-second videos to share with
“followers” or the public

Filters and effects can be Applied to make posts Appear high
quality and artistic

Posts can be “liked” and commented on

Snapchat

&
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Picture/video messaging App- users put a time limit on content
sent to others (10 seconds max before disappearing)

Created with intent to be a risk-free way of sharing fun, light,
goofy moments without public viewing

More likes = more success
o Teens measuring and validating their self-worth by amount
of likes and comments received
Without adjusting privacy settings, posts and location information
are public
o If public, hashtags and location information increase visibility
to others outside of followers
Posts with drugs, partially nude/sexually suggestive individuals,
swear words, and violence often slip in
Private picture messages can be sent to up to 15 followers through
“Instagram Direct,” making it more likely for inappropriate content
to be shared

o Strangers can send private messages to users; it is the user's
choice to open or discard

Myth: Snapchats go away forever:
o Screenshots can be taken of images before they disappear
© There are ways to recover Snapchats {instructions easily
accessible online)
Can make sexting seem OK- seems to be risk-free messaging, users
are encouraged to share pictures

Many schools have yet to block it on their WiFi- one reason teens
like it so much




Tumblir

Cross between a blog and Twitter- streaming scrapbook of text,
photos, video/audio clips

¢ Often used to share interests and funny things with
friends
Users create and follow “tumblelogs” (short blogs) that can be
seen by anyone online if made public
Users can re-hlog another user’s content, “like” it, or reply

First profile created is public to anyone on the Internet, second
profile must be created for full privacy _
Content can be dark- easy to search and view depictions of self-
harm, suicide, eating disorders, violence, drug use, offensive
language and pornographic images and videos

Persanal content can be viewed on other user’s tumbletogs after it js
re-blogged

Google+

Google's social network- now open to teens
o Teen safety is taken seriously- automatic reminders
about who may be seeing posts
“Circles” give users more control over what they share and with
whom
o Friends, acquaintances and the general public can all be
placed in different “circles”
Real-time video chats in hangouts (virtual gatherings with
approved friends”
Google Docs can be used for classroom assignments

Teens can place parents in a different “circle” than their friends to
limit the information they can see

Google+ activity (posts, searches, and who you connect with) is
shared across Google services (like Gmail and YouTube) for targeting
ads to the user

o Users must choose to opt out of this type of sharing

Vine

Users post and watch looping 6-second video clips
Owned by Twitter

Many creative, funny, and thought-provoking videos posted
Teens usually use to create and share silly videos

Full of inappropriate videos (nudity, drugs, violence, swearing)

Everything is public by default (videos posted, accounts followed,
comments made)

o Settings must be adjusted to protect

(Want, Need, Love}- combines shopping, fashion blogging, and
social networking

“Trending” feed- view most popular items, keep up with latest
styles

“My Feed” displays content from users, brands, and stores
followed

‘Required to follow at least 3 stores and 3 people

Easy to buy items- almost anything seen can be purchased on
product’s original website

Plenty of mature clothing- may lead to arguments over what teens
can and cannot wear

Private texting, an App-based alternative to texting
Users can only message those who also have the App
Free, fast, no message or character limits

Encourages new registrants to invite everyane in their phone’s
address book to join Kik '

Apps linked to KiK- like OinkText- allow communication with -
strangers who share their KiL usernames to find people to chat with

KiK community blog where users can submit photos of themselves
and screenshots of messages to contests

Very little can be done to verify the identity of users on KiK




Free video, voice, and messaging App

Group chats with up to 12 people - can be useful for study
groups

Can only chat with approved friends on “contact list”

Can be distracting- many teens keep it up while doing homewark
Can be addicting- hard to log off when all friends are on

Vi Yak

Free, location-aware App

Users can post “anything and everything” anonymously in 200-
character posts

Involves cyberbullying and gossip- users share opinions, secrets and
rumors

©  Users feel more comfortable sharing personal information
when anonymous
Contains explicit content (sex, drugs and alcohol, language)
Posts can be viewed by the nearest 500 “Yakkers” sighed in to the
App, as determined by the GPS tracking
Has been used to threaten others, causing school lockdowns
© Schools are beginning to block the App on their Wi-Fi

Ask.fm

Sacial site allowing users to ask one another questions and give
answaers

Live stream of Q&As- users can be taken ocut when they opt for
anonymous answers to be turned off
Able to sync with Facebook

Cyberbullying is a major concern- many posts are mean

o Site has been linked to several teen suicides
Explicit content is included; language and questions about sex and
drugs/alcohol

Q & As appear on Facebook when it is synced, allowing for a wider
audience

Chat site and App that puts two strangers together in their
choice of a text chat or video chat room

Users are identified as “You” and “Stranger”- users not identified
with own name

Users can filter potential chat partners by shared interests
through “interest boxes”

Can be connected to Facebook to find chat partners with similar
interests

o Matches user’s Facebook “likes” with stranger with
similar “likes”

This App is NOT for youth- it is filled with people searching for sexual
chat

© Some users offer links to pornographic sites

© High-risk of sexual predators
Chats are usually more explicit in language since they are
anonymous

Whisper

“Confessional” App- users post whatever is on their
mind/secrets, paired with an image

o Gives freedom to share feelings without judgment

Anonymous pasts, but they display the area users are posting
from

Users can search for other users posting within a mile away

Online relationships constantly forming , but users never know who
is actually posting behind the computer/phone
Whispers are often sexual in nature (verbally and visually)

o Used to hook up with people nearby

© Posts of “confessions” of desire
Content can be dark, including posts about insecurity, depression,
substance abuse, and lies told to authority




Down * Used to be called “Bang with Friends” .

* Connected to Facebook, users categorize Facebook friends as
either somecne they would like to hang out with or someone
they would like to hook up with '

* Slogan: “The anonymous, simple, fun way to find friends who are
down for the night.”

Obviously promotes promiscuous sexual behavior

Poof * No longer available, but similar Apps constantly being created .
; (most are quickly terminated)
o [f downloaded before it was deleted from the App Store,
can still be used
© Other names: Hidden Apps, App Lock, Hide it Pro
* Makes Apps disappear on phones with one touch

Every App that users do not want other people {like parents) to see
can be hidden

More Information and Tips:

* Technology can be deceptive- Apps may appear to be innocent means for connecting to friends when they are not
o Monitor your child’s phone often- Apps, texts, and photos- and write a contract to set guidelines
© Have conversations with your child about long-term consequences and the importance of their safety-
they understand the need to keep their personal information private
© Keep in mind it is required by the “Children’s Online Privacy Protection Act”
old to join, but this can be worked around by users changing their birth date
* Location services and GPS can be turned off by going into the device settings on cell phanes
o This keeps Apps and photos from posting the exact location of the phone user
* Apps are constantly changing- focus on knowing the basics (what they are, why they are popular, what problems can come up if not used responsibly)
o Go to Google and search for information and answers, just like your kids do!
* According to Public Health England (PHE), there isa clear relationship between time spent on social media sites and ‘lower levels of well-being’
o Each hour spent on the computer/phone puts children/adolescents at greater risk
* 44 hours substantially increases the risk- PHE suggests this calls for parents to be pa rticularly worried

o ‘Lower levels of well-being’ includes mental ilinesses and social problems, like loneliness, depression, anxiety, low self-esteem and heightened
aggression

discuss dangers of Apps and make sure

for users of most social networking platforms to be at least 13 years
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